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E:\Uulatility—ﬂ.E.i}Eul.EE Eslist - \furensics\maiware—images\ieruﬂccess.de
Uolatile Systems Uolatility Framewor .

OffsetCl> HName PID PPID Thds Hnds Time

Bx825h4838 Suystem 4 LH 1978-61-81
Hx824%ecl1B smss.exe 36 21 2811-12-066
Hx82486748 csrss.exe 664 2811-12-86
Ax823055f8 winlogon.exe 632 2011-12-86
Hx8232e888 services.exe 676 2811-12-86
HxB822fddal lsass.exe 688 2811-12-86
Ax824%adaB uvmacthlp.exe 848 2011-12-86

HA:808:
11:15:
11:15:
11:15:
11:-15:
11:15:
11:15:

Bx82426c38
HxB822afdafd
Bx822f3a88
Hx82448498
HBx822dh7al
Bx82323228
Hx828hda3d
Bx820c6A3A
Hx8269h578
Bx8232h228
Hx82058c A8
Bx826311f8
Hx8287edad
Hx82647838
Bx824247e8
Hx823aab5H

suchost .exe
suchost .exe
suchost .exe
suchost .exe
suchost .exe

explorer.exe

B

145096676

CLrmon.exe

MECOPrzVY . eXE

UMUpgradeHe lper

umipruse .exe

alg.exe
wscntfy.exe
cmd . exe

wind2dd.exe

Pk b b ] =] N ) ek ek

2811-12-0A6
2811-12-86
2811-12-0A6
2811-12-86
2811-12-86
2011-12-86
2811-12-86
2011-12-06
2811-12-86
2811-12-0A6
2811-12-86
2811-12-86
2811-12-86
2811-12-86
2011-12-06
2011-12-86

11:-15:
11:15:
11:-15:
11:15:
11:15:
11:15:
11:15:
11:15:
11:15:
11:-15:
11:15:
11'15:
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C:wlolatility-2.8.1Jvol.py dlllist -t “forensics\malvare-images\Zerolccess.dnp —p
Unlatile Systems Uol3 L 1) 3 A

T L L L hh L L L LI L L L LB L L L L L L LB LB L L L LR L L b LRI L L L E T I T L b T TaTad
1145696676 pid: 1656

Command line : 1145@96676:456572859.exe
service Pack 2
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C:sUolatility—2.8. 1?201 EE connscan —1 fnren31cs\ma1ware 1mages\carherp w1th_huutk1t umem |
Dolatile Systems UoIaT1lity Framework 2.0

Off=zet Local Address Remote Address Pid
BxB22eebcl 192.168.2.1685:16833 | 80.156 .86 .70 :80 852 |

E:\Uulatility—E.E.ii;nl.py memdump —f “forensicswmalware—imagesscarberp_with_bootkit.umem —p 852 —D dump |
Uolatile Systems Uo g

riting suchost.exe [ 8521 to 852.dmp

C:sUolatility-2.8.1Fstrings dumps852_.dmp | grep —1i http:/” | sort | unig —u
‘http:=/Avu.certplus . COMF GRLFCIaS Sl -0 1D

http://navigationshilfel .t—online.desdnserror?url=http: /" n788uwfgehud?efhwji.comn/
fthttp:/swuw.entrust .net/-CRLAnetl.crl@+

$http://cr1.uerisign.cum/pcal.1.1.cPIEG

Shttp:/7crl.verisign.conspca2.1.1.cr1B8G

&htto://uwy.certolus.com CRLAclasszl.crl@
http:- 7 activex. microsoft .com/controlsfind. asp?ext=xszshmime=xs

tAgo .microsofticomAfuwlinks?LinkId=374

g0 .microsoft.comAfwlinks?LinkId=488

tAfqo amicrosoft.comAfwlinkA?Linkld=4238&c lcid={SUB_CLCID}
tAqo microsoft . comAfwlinkA?LinkId=6258&c1cid={SUB_CLCID>
A0 .microsoftocomsfulinksevents.asp

tAf1e . searchomsn .coms*

tA1e.searchomsn ccomsL8UB_RFC1766% /srchasst/srchasst . htn
i//ie.search.msn.con/{3UB_RFC1766}/srchasst/srcheust.htm

:// i-bhinAtwcd /B_1168_
y wtgehud?ef huji.confaadtygecagpuukygrgnhwzhskzts lzoyodwe isvuf reizibnf 2vo jxhaw. phtm
http:~/ n?ﬂﬂwf ehuB%efhuji.confagtuvgokafbkpsvsevneavvedae Ingguevushuvhozzzdsgrdvoytuyohenkgl . 7=

G:\Uulatility—E.E.ijnsluukup n788uf gehuBfefhuji.com
Server: speedport.ip
Address: 172.168.2.1

Micht autorisierte Antwort:

Mame = n788uf gehud%ef huji
Addreszes: 52.15?.143.133,IEE.IEE.EE.7E |
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c:i\olatility-2.8. iluul DY mallind -1 Puren31cs\malware —-imagesscarherp_with_hootkit.vmem —p Bh2 -¥ maluare. yara =D dump |
lolatile Systems Uo

Pid ar Tag Hits  Protect
. 852 AxAABaPRRA Exaffffﬂﬂ Vad 1 PAGE_ERECUTE_READWRITE
: dumpssvchost.exe. . HiWa —WHHaf £ £ £ . dmp
I i i
Descrlptluq iﬂarherp with hootkit — usermode dll |

b2 be 6b 2e 6bc 69 73 74 B8 BO BA 6@ bnk.list....nobn
bh 2e 6c 69 73 74 B8 B8 dB cB Ba 6@ k.list...... wely
b4 29 28 5h 28 25 73 28 5d 20 3a 28 d> [ #s 1 : #s..
bd 6e 68 73 6c 73 74 33 32 2e b4 61 mnhs1st32.dat...
Ad Ba 38 Bd Ba Bd Ba B8 43 &f be 74 N - I Content-
L4 72 61 be 73 66 65 72 2d 45 Ge 63 Transfer—Encodin
67 3a 28 62 69 6e 61 72 79 B0 PO B8 g: hinary...appl
6?2 63 61 74 69 6f be 2f 6f 63 74 65 ication/octet-st

47 53 56 53 6f 66 74 S5c 58 72 bf 6a GSUSoft.Projects
Lc 41 67 65 6e 74 73 5¢c 42 75 69 6be Agents.Builds.B
67 be Gc 52 IQ bc 65 61 73 65 5S¢ 4c in.Release.Loade
72 5f 64 bc o: 2e 78 64 62 B0 BA 6@
B8 A8 AP PO BB AP BB PO A0 BB BA 6@
B8 B0 AP PO B8 fe ff ff ff PO PO 6@
ff /8 BB BB 6@ fe ff ff ff B0 PO 6@
B8 A8 BB BB B8 1f h8 Ba B8 33 b8 Ba




‘ J&"ﬁ"ﬂ“ﬁecaﬂs-rnw:-rﬁn orG

+#A - (, *$
7+

Finished after 31.7660088324 seconds
c:\Wolatility-2.0.1%cd dump

c:\Wolatility-2.08.1\dumpFidag 852-aBBB@-affff.idh

hinstDLL dword ptr 8
fdwReason dword ptr HCh
1puReserved dword ptr 16h

hinstDLL
fdwReason
1pvReserved

dword ptr 8
dword ptr GCh
dword ptr 18h

mov pdi, edi mov pdi, edi :
push ebp Ohne IMPSCAN! push ebp Mit IMPSCAN!
nov ebp, esp mov ebp, esp

cmp [ebp+fduReason], 1
jnz short loc_1080BC23
cmp dword ptr ds:@ACBBCH,
jnz short loc_10080BC23
push  [ebp+hinstDLL]

call  dword ptr ds:BACE16hH

chp [ebp+fduReason], 1

jnz short loc ABC23

chp ds:dword ACOBC, B

jnz short loc ABC23

push  [ebp+hinstDLL] ; hLibHodule
call  ds:DisableThreadLibraryCalls




C:sUolatility-2.8.13vol

i .EE mutantscan —= —f “forenszics'malware—imagessspyeye.vmen |

Uplatile Systems VolatiliTy Framewor

Ohj Type
AxB821h1848
AxB821h1848
AxB821h1848
AxB821h1848
AxB821h1848
AxB821h1848
AxB821h1848
thistory.iebh?’
AxA2A6 7400 @x821h1848
AxA2A6be348 @x821h1848
Bx@28777h8 Gx821h1848

ry internet filestcontent.ie5?

BxB2Bac35B BxB21hi848
laufthistory.ieb?’

BxB2B0ac488 BxB21hi848
BxB2Bacded BxB21hi848
BxB20h?310 BxB21hi848
AxA2BcAabl BxB21hi848
AxA20c3338 BxB21hi848

porary internet filestcontent.

Hx821h1848
Hx821h1848
Hx821h1848
Hx821h1848
Hx821h1848
Hx821h1848
Hx821h1848
Hx821h1848
Hx821h1848
Hx821h1848
Hx821h1848
Hx821h1848
Hx821h1848

#iPtr #Hnd Signal

=N ]

5
i
i
i
3
3
3
3

i O b [t [l [l [ bl b b3

= [l Dol [l Gl O3l [l Ol [ [

Y e T

O b b e D b G e b b e 0 b e e b e e b G b

Pk bk ok ok ok ok ok ok ok ok ok ok ok ek ok ek ok ok ek ek ok ek ek ok ek () ek ek ek ok ek

Thread

BxPRARRAAA
BxPRARRAAA
BxPRARRAAA
BxPRARRAAA
BxPRARRAAA
Bx81c5a248
BxPRARRAAA

HxHRARBAAA
HxHRARBAAA
BxBBARBAEA

AxPARRRBAA
AxPARRRBAA
AxPRBRRBAA

AxPARRRBAA
AxPARRRBAA
AxPARRRBAA
AxPHABRRBAAR
BxPHEBARBAA

HxHRARBAAA
HxHRARBAAA
HxHRARBAAA
HxHRARBAAA
HxHRARBAAA
HxHRARBAAA
HxHRARBAAA
HxHRARBAAA
HxHRARBAAA
HxHRARBAAA
HxHRARBAAA
HxHRARBAAA
HxBBARBAEA

cID

284:236

Name

! Perf Proc_Perf _Library_Lock_PID_188°

'ThinPrint-L*

'MSCTF.Shared .HUTER . AMF’

‘PerfMet_Perf_Library_Lock_PID_188°

' Mbhhf 356%adEncrypt!

‘uzcntfy_mtx’

‘c:tdokumente und einstellungentkarlchentlokale einstellungentverlauf

‘c:tdokumente und einstellungentkarlchentcookiest’
‘SRDataStore’
‘citdokumente und einstellungentkarlchentlokale einstellungenttempora

*@BCADFD67AF62496dB34264FAAAFS624A°
‘YininetStartupMutex’
‘c:tdokumente und einstellungent?localservice!lokale einstellungentver

*238FnD31089D3473aB4764B20B3731848°
’4FCGEDEFE22G4f138FB?DEHF25FD9398’

Hfgg& Efff Efrrary_Luck_PID_iﬂE‘
c-Taokumente und einstellungentlocalservice!lokale einstellungenttem

‘DBYinMutex’

‘YininetProxyRegistryHutex’
‘PSched_Pewrf_Library_Lock_PID_188*
‘PerfDiszk_Perf_Library_Lock_PID_188°
UMuwareGues tCopyPasteMutex’
‘Remoteficcess_Perf _Library_Lock_PID_188°
! _'MSFTHISTORY? '
‘Perf05_Perf_Library_Lock_PID_188*

__SPYNET_REPALREADYSENDED__
ck_PID_188°

*I1SAPISearch_Perf _Library_Lock_PID_188°
'CTF.LBES .MutexDefaultS-1-5-21-1060284298-1214448339-839522115-168@83"




G: \Uulatlllty 2.8.1
Systems Uo

.exel616]
.exelb16]
.exel616]
.exel616]
.exelb16]
.exelb16]
.exel616]
.exel616]
.exel616]
.exe[616]
.exe[616]
.exe[616]
.exe[616]
.exe[b1b]
.exelb16]
.exelb16]
.exelb16]
.exelb16]
.exe[b16]
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$$

iuul .py apihooks -f “forensics\malware-images\spyeye.vmen

Type

inline
inline
inline
inline
inline
inline
inline
inline
inline
inline
inline
inline
inline
inline
inline
inline
inline
inline
inline

Target Ualue
ntdll d11tLdrLoadD11[Bx7c?261call ﬂx?c?EElcalJHP BxeaB3dhl CUNKNOWND !
ntdll.dl11!NtEnumeratelalueKey [Bx7c91d976L] Bx7c?1d? xea7 Lie

ntdll.d11tNtQueryDirectoryFile [Bx7c?¥1dfSel] Bx7c91dfSe JMP BxeaB?7df CUNKNOWND
ntd1l.d11*NtResumeThread [Bx7c91e45f L] Bx7c91ed5f JHP BxeaB9995 CUNKNOUND
ntd1l.d11*NtUdnControllBx?c91e975L1] Bx7c91e975 JMP BxeaBd?897 C(UNKNOUND
userd2.d11!TranslateMessage [Bx?7d18bceli] Bx77d18hce JMP BxeaBS879 CUNKNOWND
wininet.d11'HttpAddRequestHeadersA [Bx771954cal] Bx771954ca JHP BxeaBf2dB CUNKNOWND
wininet.d11*HttpOpenRequestA [Bx77194achL] Bx7?71%4ach JHP BxeaBefBB CUNKNOWND
wininet.d11tHttpQueryInfol [Bx7H ¥8cbali]l Bx77198cha JMP Bxeallel® CUNKNOWND
wininet.d11*HttpSendRequestA[Bx?71976h8L]1 Bx771976h8 JHP Bxea@?74? C(UNKNOUN)
wininet.d11*HttpSendRequestWBx?71e1BA8L] Bx7?71e1868 JHP Pxea@?88@ C(UNKNOUN)
wininet.d11!InternetCloseHandle [Bx771961dcL] Bx7?71961dc JHP Bxeal2?88 CUNKNOWN)
wininet.d11!InternetQueryDatafvailable [Bx771a325fL]1 Bx?1a325f JMP BxeaBf 548 CUNKNOWND
wininet.d11tInternetReadFile [Bx77199555L]1 Bx?7199555 JHP Bxeall6b@ CUNKNOUN
wininet.d11tInternetReadFileExfA [Bx771c?e%ali] Bx?71c7e%a JHP Bxeal27h@ CUNKNOUND
wininet.d11tInternetWriteFile [Bx?1c?953L] Bx771c7953 JMP BxeaB??h? CUNKNOUN)
advapid?.d11!CryptEncrypt [Bx77dc1558L]  Bx??dci1558 JMP BxeaB6fdo C(UNKNOWND
ws2_32.d11Ysend [Bx71a1428al] Ax?1ai1428a JMP BxeaBe?36 CUNKNOUND
crypt32.d11tPFR ImportCertStore [Bx77abf 74811 Bx77ahf' 748 JHP BxeaP23af CUNKNOUND
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c-xUolatility—2_@_.1Jvol.py volshell —f “forensicsmalware—images“Spyeye . Uumem I

Uplatile Sysz=temz Uo g )
Current context: process Suystem, pid=4,. ppid=0 DTEBE=Bxaf?8068

Welcome to vwolshell?

$

$

Current memory image is:

filez///ClTorensics/malware—images SpyYeye .umem

To
»2xlcocioff
Cur
»>22>1db{Bxe
Heal
Headddl @
Headdd2@
Head@d@@d3@
He addd@d48
He a@d@d5 @
He ad@dd6 @
He ad@@@a7a

rhhoe’

zet=Mone .
aBlBBaE ,
hi

aa
an

74
6d

pid=616 .
length=128.,

name =Mone»

5

ace=Mone>

5]5]
(5]5]
5]5]
cd
72
be
Ha

=616 .

Bxealdidh2
Bxeadidbh4d

ace=MHone»

-

space=None > |

Bhec
81 ecacldda@ag

Hxealdidbha 53

HBxeadi4dbhhb
HBxealdidbc
Hxeadidhd
Bxealdidbe
Bxeadldbi
HBxeal@i4dch
HBxealdi4dc?
Axeadidca
Bxeadidcd
HBxealdidce
Bxealdi4dl
HBxeald3i4d2
Hxealdi4ds
HBxealdi4ddb
P2 guitdd

c 7458707 7a28e
8h4514

c-xUolatility—2_8_1>_

ppid=444 DTE=-8x713868068

t

iz program canno
be run in DOS
mode....5%

IJHP Bxeald3i4bl I

FUSH EEBFP

HMOU EBF. ESP

SUB ESFP. HBxac

FUSH EBX

FUSH ESI

FUSH EDI

IHC EAX

DEC EAH

MOU DWORD [EBPF-8x81.
MOU EAX. [EBP+Bxi141

PUSH ERAX
MOU EAX. [EBRP+Bx181]
[EBP+Bxc 1

PUSH ERAX
MOU EfAX .
PUSH ERAX
MOU EAX .
PUSH EAX
CALL DWORD [EBP-6x81]

[EBP+Bx8 1

Bxea2 77 7A




g * ($

6 $ (3

5#H: <66#G : CG $0 $ 0
5#H: <66#G < #6 G$

5#H:FC F:D 7G

S#H:FC F:D 7G

5#H:FC F:D 7G

5#H:FC F:D 7G

SHH:<#6 O # <F $
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JdJuol.py hivelist -f “forensics\nalvare-imagesi\rustock-h.vmen
CalllEWUE R al]

Uolatile Systems Uol@
Uirtual Physical  Name
Axelhd@468 Bx12686468 “Device\HarddiskUolumei\Dokumente und Einstellungen‘LocalServiceslokale EinstellungensAnwendungsdatensMice
osof t\Windows\lsrClass.dat
Pxelcf9888 Bx1269cBB8 “DevicesHarddiskUolumei\Dokumente und Einstellungen‘LocalService‘NTUSER.DAT
Bxelaf?0@8 Bxi11fde@8 “DevicesHarddisklUolumel\Dokumente und Einstellungenikarlchen\Lokale Einstellungen“Anwendungsdaten\Microsof
t\lindows\lsrClags . dat
AxelhB20M8 Ax12652008 “DevicesHarddiskUolumel\Dokumente und Einstellungen‘karlchen\NTUSER.DAT
Pxel79£928 BxPad6B928 “DevicesHarddiskUolumei\Dokumente und Einstellungen\NetworkServicelLokale Einstellungen‘Anwendungsdaten\Mi
crosof t\lindows\lUsrClass.dat
Pxe1702808 BxPalhhBB8 “DevicesHarddiskUolumeiDokumente und Einstellungen‘NetworkService\NTUSER.DAT
Pxeld42d378 BxB781£378 “DevicesHarddisklUolumel\WINDOWSSsystemd2hconf ighsof tuare
Bxeld4156h8 BxB75cdbhB SDevicesHarddisklUolumel\WINDOWSSsystend2hconf ighdefault
Bxeld415h68 BxB75cdho® “\DevicesHarddiskUolumel\WINDOWS\system3d2\conf ig\SECURITY
erl41ahﬁﬂ BxB75d7h68 \DevicesHarddisklUolumel\WINDOWS s ystemd2hcont ig\SAN
A8 BxB2d59288 |l nae
Kﬂlﬂ35hﬁ BxB2hB4ho8
AxelWZd0W8  BxB2ahdB0g nu name
AxBA66e?04  AxBB66e?B4 [no namel




w"ivmiecamnuc'rm ORG

$ $$ $ 9
+7 $%

C:\olatility-2.8.1Jvol.py printkey -f “forensics‘malvare-images\rustock-h.umem -0 Bxel@35h6d -K ControlSetBB1\Services\pe3Bb
Uolatile Systems UoIZ T TTaNENOrR 2.0
Legend: (5> = §table <UD = Uolatile

Registry: User Specified
Key name: pedd6 (5>
Last updated: 2018-12-88 @7:51:15

Subkeys:
(8) Security
(U} Enum

Ualues:

REG_DWORD Type (51
REG_DWORD Start (01
REG_DUORD ErvorControl & (5D
REG_ERPAND_SZ ImagePath 1 (8) DITNCAHINDOWSssystem32:12x32.5ys
REG_SZ DisplayName : (8) Min23 lzx files loader

REG_SZ Group : (8) Hase

REG_BINARY  ExtParam 1 (5

AAB@ 1D DE 5B CB 93 E@ Bi HF AA @A S .
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c:\Uolatility-2.B.14vol.py idt —f “forensics'malware—images“rustock-h.umen |

Uolatile Systems Uolatility Framework Z.HW

Selector Function
KiTrapHda
KiTrapfil
KiTrap#2
KiTrapA3
KiTrapi4
KiTrapAh
KiTrapBb
KiTrap@?
KiTrap@s
KiTrapBd?
KiTrapBA
KiTrapHdB
KiTrapBAcC
KiTrapdD
KiTrapBE
KiTrapHF
KiTrapiB
KiTrapil
KiTrapi2
KiTrapl3

Index

==

el ey L— ] - == === e =gy VTR LY ) ]
=

8
8
e
8
8
8
8
8
5
8
8
8
8
8
8
8
8
8
i
8
8

KiDebugService

Ualue
Bx8853d36c
Hx8853d4ed
BB
Hx8853d8h4
Bx8A53dald
Hx8853dh708
Hx3853ddB4
Bx8853e3b6c
B+
Hx8853e7908
Hx8853e8hA
Bx8853:9f0
Bx8853ecdc
Bx8853ef 30
Hx8A53f620
Bx8A53Ff958
AxBAL3fa7A
Bx8A53f hal
Bx8A53Ff95A
Bx8853fdina
Bx8853Ff958

AxBA53d778

Details
ntoskrnl.exe
ntoskrnl.exe

ntoskrnl.exe
ntoskrnl.exe
ntoskrnl.exe
ntoskrnl.exe
ntoskrnl.exe

ntoskrnl.exe
ntoskrnl.exe
ntoskrnl.exe
ntoskrnl.exe
ntoskrnl.exe
ntoskrnl.exe
ntoskrnl.exe
ntoskrnl.exe
ntoskrnl.exe
ntoskrnl.exe
ntoskrnl.exe
ntoskrnl.exe

ntoskrnl.exe .

.text
.text

.text
text
.text
.text
.text

.text
.text
text
.text
text
.text
.text
.text
.text
text
.text
text

HxbHbhY  3c

ntoskrnl.exe .

=» JNP BxfGecHedb

Kisystembervice

KillnexpectedInterrupt@
KillnexpectedInterrupti
KillnexpectedInterrupt2

WxEWL IFT5H
Ax8A53hd18
Bx8053hdla
Bx80853hd24

ntozkrnl.exe .
ntoskrnl.exe .
ntoskrnl.exe .
ntoskrnl.exe .

=» JMP Bx8853c4f?
=» JMP Bx8853c4f?
=» JMP Bx8853c4f?




‘ ww“iv“ie:omnuc-rm ORG

$ % 98"
$

$ %

c:\Uulatility—z.B.iﬂuul.py sucscan —f “forensicssmalware—images“rustock-h.umem

Uolatile Systems Uolatility Framework 2.9
Record Oprder Pid L ET T

‘Abiosdsk’
* abp486@n5”*
‘ACPI*
ACPIEC’

“Iriver-AFD
Bx0

sDriversagpd4@
Bx9 ‘Ahalbdx’

‘aicBu2’

‘Alerter’
7 *ALG!
C:\HINDOHS\System32\alg:exe
‘amsint’

*AppMgmt*

*asc33sBap’
*asc355@’

DizplayMame

'Abiosdsk’

' abhp486@n5”*

'Microsoft ACPI-Treiber’

'ACPIEC’

*adpul 68m’*

'Microsoft Kernel-Echounterdrsxfcocckung’
'AFD’

‘Intel AGP-Bus-Filter'

‘Ahalbds’

‘aic?Bu’

TaicPBx!

‘Harndienst’

'Gatevaydienst auf Anwendungsebene’
‘Alilde’

‘amsint’

'Anvendungsvervaltung’

] I

asc
tasc33sBap’
' asc3ss@’

Tupe

SERVICE_KERNEL_DRIVER
SERVICE_KERNEL_DRIVER
SERVICE_KERNEL_DRIVER
SERVICE_KERNEL_DRIVER
SERVICE_KERNEL_DRIVER
SERVICE_KERNEL_DRIVER
SERVICE_KERHMEL_DRIVER
SERVICE_KERMEL_DRIVER
SERVICE_KERMEL_DRIVER
SERUICE_KERNEL_DRIUER
SERVICE_KERNEL_DRIVER
SERVICE_WIN32_SHARE_PROCESS
SERVICE_WIN32_OUN_PROCESS
SERVICE_KERNEL_DRIVER
SERVICE_KERNEL_DRIVER
SERVICE_WIN32_SHARE_PROCESS
SERVICE_KERNEL_DRIVER
SERVICE_KERNEL_DRIVER
SERVICE_KERNEL_DRIVER

*Win23 l1lz=x files loader’

SERVICE_KERMEL_DRIVER
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c:sUolatility—-2.8.13wol.py ssdt —f “forensicswmalware—imagessruntineZ.dmp I
Uolatile Sysztems Uo -0
Gathering all referenced 58DTs from KTHREAD=s . ..
Finding appropriate addrezs space for tahles._..
SEDTIA] at 8A5A1838 with 284 entries
Entry BxBBA@: Ox805984%2a (NtAcceptConnectPort? owned by ntoskrnl.exe
Entry Bx0001: Ox805%e5666 (MtAccessCheck? owned by ntoskenl.exe
Entry Bx0002: Bx805eBecd C(MtAccessCheckAndAuditAlarm?» owned by ntoskernl.exe
Entry BxA0@3: Bx805e5698 (NtAccessCheckByType? owned by ntoskrnl.exe
Entry BxAdd4: Bx8@5eBefe (NtAccessCheckByTypeAndAuditAlarm? owned by ntoskrnl.exe
Entry BxABAS: Ax8@5e56ce (MtAccessCheckByTypeResultList? owned by ntozkenl_exe
Entry BxBB06: Ox8@5e8f42 (MtAccessCheckByTypeResultListAndAuditAlarm? ouwned by ntozskrnl.exe
Entry BxBB08Y: Ox8@5e8f86 (MtAccessCheckByTlypeResultListAndAuwditAlarmByHandle» owned by ntoskenl.exe
Entry Bx0008: Bx886B8a5da CNtAddAtom> owned by ntoskenl.exe
Entry BxA0@?: Bx8068h84e (NtAddBootEntry) owned by ntoszkernl.exe
Entry BxAdda: Bx8@5eBaldd (NtAdjustGroupsToken? owned by ntoskrnl.exe
Entry BxAldb: Ax8@5e@668 (NtAdjustPrivilegezToken?» owned by ntozkrnl.exe
Entry BxBBAc: Bx805c?7684 (HtAlertResumeThread?» owned by ntoskrnl.exe
Entry Bx@800d: Ox805c?634 (MtAlertThread? owned by ntoskenl.exe
Entry BxB0de: Bx806BacBd (NtAllocatelLocallylUnigqueld? owned by ntoskrnl.exe
Entry BxA00f : Ax885aa@88 (NtAllocatelserPhyzicalPages) owned by ntoskrnl.exe
Entry BxA@18: Bx8060a218 (NtAllocateluids? owned by ntoskrnl.exe
Entry BxfB11: Bx8859c?18 (HtAllocatelirtuwalMemory? owned by ntoskrnl.exe
Entry BxAB12: Ox8d5ad4d4da (HtAreMappedFilesTheSame?» owned by ntoskrnl.exe
Entry Bx@813: Ox805chlb2 (HtAszignProceszsToJobObject? owned by ntoskenl.exe
Entry BxAfdid: Bx8@4feddd (NtCallbackReturn? owned by ntoskenl_exe
Entry BxAA15: Bx8B5hcede (NtCancelDevicelWakeupRequest) owned by ntoskrnl.exe
Entry BxAf16: Ax8@56abebt (NtCancelloFile} owned by ntozkrnl.exe
Entry Bx@B17: Bx8H5341dc (HtCancellTimer?» owned by ntoskernl.exe
Entry Bx@018: Ox806838Bea (MtClearEvent?» owned by ntoskrnl.exe
Entry Bx001%: Bx865hB8714 (NtClose>» owned by ntoskrnl.exe

Entry BxBAf41: Bxf76054d8 (NtDeletelUalueKey) owned by runtime.svys
NLry Mx - & EVICElOCONCEFOIF1IE.) OWNE U NLCOSKENL.E

Entry BxB043: Bx806078aa (HtDiszplayString? owned by ntoskrnl.exe

Entry BxfAddd: Bx885h21f@ (NtDuplicateObject?> owned hy ntoskrnl.exe

Entry BxAHd45: Bx8H@5el18ab6 (MtDuplicateToken? owned by ntoskenl_exe

e (N i l.exe

ntry Mx o a (MtEnumeratekey! owne runtimes.syus




s

W W RECONSTRUCTER ORG

L (* 3 PM




é

FRRANK BOLDEWIN

Uola
Sel

AxA

Bx8

Ax18
Bx18
Bx28
Bx28
Bx36
Ax38
Ax4B
Bx48
Ax58
Bx58
BxbB
Bxb 8
Bx78
Ax78
AxBA
AxB8
Bx28
Bx28
Hxal
Bxad
BxbB
Axbhi
AxcH
AxcH
AxdB
AxdB

3; *

latility—2._8.1
ile Systems UolaTility

Ba=e

Bxf fdfBa
HxA

HxA

A

A
@xBB0042800
@xf £ df £ BE0E
B fdf 8808
#4188

HxA
B@x885421 808
BxBA542168
Bx22f30
Bxh3000
@k £ £ £7000
H@x88488800
#8488 800
HxA

HxA

A
Bx825d4d8930
@B

BB

@B

HxA

HxA

HxA

HxA

$

www 'nec.oﬂs-rnuc'rm ORG

%EDI.EE Edt —F T OFEensi1Cs ~Mmalware —1mageswalipop.amnp |
Tome o -

Limit
Axdbbhb

(557 i 5 S o 5 o o 4
(557 i 5 S o 5 o o 4
(557 i 5 o o o o
(557 i 5 o o o o
Bx2B8ab
Bx1fff
Bxfff
Bxffff

BxA

Bx6B

Bx6B8
Bxfffr
Bx3fff
Bx3ff
Bxffff
Bxffff

BxA

BxA

BxA

Bx6B

BxA

BxB

BxB

AxA

BxA

BxA

BxA

Type DFPL
TE516 Busy 2
Code RE
Data RW
Code RE
Data RUW
TE532 Bu=sy
Data RUW
Data RYW Ac
Data RW
“HRezserved>
TSES32 Avl
TSS32 Avl
Data

Data

Data

Code

Data

Data
“HRezserved>
<Reserved>
TSS32 Avl
<Reservedr>
<Reserved>
<Reserved>
“Rezseruved>
“RHezseruved>
“HRezserved>
“HRezserved>

QARG REEREERWUARWWERE S

Pr

P
P
P
P
P
P
P
P
P
N
P
P
P
P
P
P
P
P

x3ed BxB0A3f0008

AA3fUAA: bbhdbBadfff

AA3f0As -

c3

CallGate32 3

MOU EBX .
RET

Bt FAdfBadb

BB

Ax3f8 Bx3883

Ax3F8

WA

BxFfEFFEFEF
Bxf3f8
AxA

Code RE 5]
“Rezseruved> 5]
“HReseruved> 5]
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GC:islUolatility-2.8.1Jvol.py callbacks —f “forensicssmalware-imagessrustock—c.umem
Uolatile Systems Uul&tttttg‘!?ﬂﬂﬂﬂﬂ?ﬂ'!?ﬂ

Type
i eProcessMNot if yBout ine

ke BugGheckCallbackListHead

Callback

Ixt BE bbb ae

5: 1k

Re DUgLNecKCAl1DackL1SCHEeaC
KeBugCheckCallbackListHead
KeRegisterBugCheckReasonCallback
KeRegisterBugCheckReasonCallback
KeRegisterBugCheckReasonCallhack
KeRegisterBugCheckReasonCallback
KeRegisterBugCheckReasonCallback
KeRegisterBugCheckReasonCallhack
IoRegisterShutdownMotif ication
IoRegisterShutdownMotif ication
IoRegisterShutdownMotif ication
IoRegisterShutdownMotif ication
IoRegisterShutdownMotif ication
IoRegisterShutdownMotification
IoRegisterShutdownMotif ication
IoRegisterShutdownMotif ication
IoRegisterShutdownMotif ication
IoRegisterShutdownMotif ication
IoRegisterShutdownMotif ication
IoRegisterShutdownMotif ication
IoRegisterShutdownMotif ication
IoRegisterShutdownMotif ication
IoRegisterShutdownMotif ication
IoRegisterShutdownMotif ication

Mxtadebaed
BxB8Bbd57ca
Bxf8h5aach
Bxf8h5aaTi
Bxf3hbhaald
BxfB82d93e2
Bxf8311806
Bxf8318f66
BxfB3hacShe
Bxf8bhacbhe
BxfB3hacbhe
Bxf88ddc 74
Bxf82e565c
BxfB82e5hhc
Bxf7h488f a
Bxf82e565c
Bxf8bacbhe
BxfB3hacbhe
Bxf83d733d
BxfB82e5hhc
Bxf86aa?3a
Bxf853b2he
Bx885cc?Tc
Bx8A5f 4638

Ouner

IR FRAA L =

THENOLIK

D558 (Ndis miniport)
hal.dll <ACPI 1.8 - APIC platform UP>
mssmhios.sys (SMBiosData>
mssmbios.sys (SMBiosReqistry)
mzsmhios.sys (SMBiosDatafCPI)
UIDEOPRT.SY¥S <(Uideoprt?
USBPORT .5YS <USBPORT>
USBPORT .5¥S <USBPORT>
Fz_Rec .5¥YS (“\FileSystem“Fs_Rec>
Fz_Rec.5YS (“\FileSystem“Fs_Rec’
Fz_Rec .5¥Y5S (\FileSystem“Fs_Rec’
Cdfs.8Y5 (\FileSystem“Cdfs)
UIDEOPRT.SYS <“\Driversmnmdd)
UIDEOPRT.SYS <\DriversUgaSave)
vmhgfs.sys (\FileSystemumhgfsz>
UIDEOPRT.SYS <“\Driver~RDPCDDD
Fz_Rec.5YS <“\FileSystem“Fs_Rec>
Fz_Rec .5¥Y5 (“\FileSystem“Fs_Rec’
Mup.sys (\FileSystem“\Mup>
UIDEQPRT.SYS <“\Driver‘wmx_svgal
MountMgr.sys (\Driver\MountMgr>
ftdisk.sys \DriversFtdisk)
ntoskenl.exe (\FileSystem“RA>
ntoskenl.exe (\DriversWMIxUWDM>
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C:xUolatility-2.8. iluul .py callbacks —f furen51cs\ma1ware 1mages\zeruﬂccess dmp

Uolatile Systems Uo
T ype Eallhack Owner

PzSetCreateProcessMotif yRoutine Axf88dbbae vmdebug.sys
KeBugCheckCallbackListHead BxfB83eb5ed NDIS.sys (Mdis miniport?
KeBugCheckCallbackListHead Ax8A6d57ca hal.dll <ACPI 1.8 - APIC platform UP>
KeRegisterBugCheckReasonCallback Bxf8h62ach mssmbios.sys (SMBiosData)
KeRegiszterBugCheckReasonCallback Axf8h62a?8 mzsmhios.sys (SMBiosRegistry)
KeRegisterBugCheckReasonCallback Bxf8h62a38 mssmbios.sys (SMBiosDatafACPI>
KeRegiszterBugCheckReasonCallback Axf82d?3e2 UIDEOPRT.SYS <Nideoprt)
KeRegiszterBugCheckReasonCallback Axf82fa@B@6 USBPORT.S5YS (USBFORT>
KeRegiszterBugCheckReasonCallback Bxf32f2f66 USBPORT.SYS (USBFORT>
IoRegisterShutdownMotification Axf82e565c UIDEOPRT.SYS <\Driver“RDPCDD>
IoRegisterShutdownMotification Axf8hh45he Fz_Rec.SY¥YS (\FileSystem“Fz_Rec)
InReglstEPEhutduwnHutlf1cat10n Exfﬂhh45he FS_REE 5Ys (\Flleﬂystem\Fs_Rec}

N He o = i AnwunMNo = N0 Mt H hhd H B H Bec )

IoRegisterShutdownMotification Exf?hﬁh?dﬂ UHHHBHH (\DPlUEP\EEEEiE??)

DHEq B RO OOLTING 1 T o033l E ¥ Hec )
InReglstEPEhutduwnHutlf1cat10n Exf?hﬂﬂﬂfa umhgfs sys (\Flleﬂystem\umhgfs}
IoRegisterShutdownMotification Axf82e565c UIDEOPRT.SYS \Driversmnmdd>
IoRegisterShutdownMotification Bxf82e565c UIDEOPRT.SYS “\Driver‘umx_suga)
IoRegisterShutdownMNotif ication Bxf870dc?4 Cdfs.8YS (“\FileSystem“Cdfs)
IoRegisterShutdownMotification Axf8hh45he Fz_Rec.SY¥YS (\FileSystem“Fz_Rec)
IoRegisterShutdownMotification Axf82e565c UIDEOPRT.SYS \DriversUgaSavel
IoRegisterShutdownMotification Axf83d?33d Mup.sys (\WFileSystem“Mup)
IoRegisterShutdownMNotif ication BxfBbaa?3a MountMgr.sys (\Driver\MountMgr)
IoRegisterShutdownMotification Ax8@5cc??c ntoskenl.exe (N\FileSystem“RAWD
IoRegisterShutdownMotification Axf853b2he ftdisk.sys (\DriversFtdisk)
IoRegisterShutdownNotification Bx885£4638 ntoskrnl.exe (\DriversWMIxWDM>




C:\Uolatility-2.8.1
Uulatile Systems Uol?

HeHugﬂheckﬂallhackLlstHead

KeBugCheckCallhackListHead

KeRegisterBugCheckReasonCallhack
KeRegisterBugCheckReasonCallhack
KeRegisterBugCheckReasonCallhack
KeRegisterBugCheckReasonCallhack
KeRegisterBugCheckReasonCallhack
KeRegisterBugCheckReasonCallhack

foﬂ3hc5&d NDIS. sys (Hdls miniport)

Bx8086d57ca hal.dll (ACPI 1.8 - APIC platform UP)
BxfBhbaach nssmbios.sys (SMBiosData)

Bxf8h5aa?8 mssmbios.sys (SMBiosRegistry)
Bxf8h5aald mesmbios.sys (SMBiosDataACPI)
Bxf82afJe2 UIDEOPRI.SYS (Uideoprt)

Bxf82d0@AB6 USBPORT.SYS CUSBPORT)

Bxf82cifob USBPORT.SYS (USBPORT)
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E:NUulatility—E.ﬂ.iiuul.py callbacks —f “forensicsmalware—images“carberp_with_bhootkit.umem
Uolatile Systems Uo Fg )

Lie Lallbhack __QOuocs
PFzSetloadlmnageNotif yRoutine Bx88881c6B ntoskenl.exe
FzSetCreateProcessNotif yRoutine HxBABA1220 ntoskrnl.exe
PshetLreateProcessNOL 1T YROUC1ne WxIonGhhae umdenuy.sys
KeBugCheckCallbackListHead HxfB83ebbed MDIS.sys (Ndis miniportl
KeBugCheckCallbackListHead Bx806d57ca hal.dll <ACPI 1.8 - APIC platform UP>
KeRegisterBugCheckReaszonCallback BxfB8h6bacH mssmbios.sys (SMBiosDatal
KeRegisterBugCheckReasonCallback BxfBh66a'Y8 mssmbios.sys (SMBiosRegistruyl
KeRegisterBugCheckReasonCallback HxfBh6b6all mssmbios.sys (SMBiosDatalCPI>
KeRegisterBugCheckReazonCallbhack BxfB82d93e2 UIDEOPRT.SYS Uideoprt?
KeRegisterBugCheckReazonCallback Bxf82faP@d6 USBPORT.SYS C(USBPORT>
KeRegisterBugCheckReazonCallback HxfB82F9f66 USBPORT.SYS C(USBPORT>
IoRegisterShutdownNotification Bxf88hdc'?4 Cdfs.8YS “\FileSystem~Cdfs)
IoRegisterShutdownMotification Bt ?h488fa vmhgfs.sys (“\FileSuystemsumhgfs)
IoRegisterShutdownMotification Axf8bhB5he Fs_Rec.5YS8 <(~FileSuystem“Fs_Rec?
IoRegisterShutdownMotification Bxf8bhB5he Fsz_Rec.5YS8 (“FileSuysztem“Fs_Rec?
IuHegisterEhutduwnﬂgtificatinn Hxf8bbB5he Fz_Rec.5YS8 (“FileSuysztem“Fs_Hec)
IoRegisterShutdownMptification Bxf82e565c UVIDEOPRT.SYS {Driver~RDPCDD>
IoRegisterShutdownNotification BxfB82e565c UVIDEOPRT.SYS DriverslUgaSawvel
IoRegisterShutdownNotification HxfBbbB5he Fs_Rec.5YS8 (“FileSustem“Fs_Rec)
IoRegisterShutdownMotification Bxf82e565c UIDEOPRT .S¥S \Driverswmx_svgad
IoRegisterShutdownMotification BxfB82e565c UIDEOPRT .S¥YS Os\Driversmnmdd>
IoRegisterShutdownMotification Hxf8bbB5%he Fz_Rec.5YS8 {(“FileSuyztem“Fsz_Hec)
IoRegisterShutdownNotification Bxf83d933d Hup.sys S\FileSystem“Mup>
IoRegisterShutdownMotification BxfB6aa?3a HountHgr.sys SDriversMHountMgr)
IoRegisterShutdownMotification AxB8B5cc?c ntoskenl.exe (“\FileSystem~RAl>
IoRegisterShutdownMotification Bxf853b2bhe ftdisk.sys \DriversFtdisk)
IoRegisterShutdownMotification Hx8B5Ff 4630 ntoskenl.exe \DriversWMIxWDM>
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Ic:\Uulatility—E.E.iiuul.EE

Volatile Systems VolaTility Framework 2.9
Callback
BxfB8?eaddb

ExFEEEhEaE
ExPBhEEQEE

Type
PsSetLoadImageMot if yRoutine

HEBugﬂheckﬂallhackLlstHead

PsEetEreatePrucesant1fyHuut1nE

KeRegisterBugCheckReasonCallhback
KeRegisterBugCheckReasonCallback
KeRegisterBugCheckReasonCallhback
HKeRegisterBugCheckReasonCallhback
KeRegisterBugCheckReasonCallback
KeRegisterBugCheckReasonCallhback

callbacks —f “forenzicsmalware— 1mages\5tuxnet deJ

IoRegisterShutdownMotif ication
IoRegisterShutdownMotification
IoRegisterShutdownMotif ication
IoRegisterShutdownMotif ication
IoRegisterShutdownMotification
IoRegisterShutdownMotif ication
IoRegisterShutdownMotification
IoRegisterShutdownMotif ication
IoRegisterShutdownMotification
IoRegisterShutdownMotif ication
IoRegisterShutdownMotif ication
IoRegisterShutdownMotification
IoRegisterShutdownMotif ication
IoRegisterShutdownMotification
IoRegisterShutdownMotif ication
IoRegisterShutdownMotification

ExEEEdE?ca
BxfBhbaacH
Bxf8htaa?d
BxfBhbaaln
BxfB2d93e2
AxFB2Faldk
BxFB2F9f 66
BxFE98dc74
Bxf 7?h488f a
Bxf82e565¢c
BxfB2e565¢c
BxfBhb25he
BxFB8hb25he
BxfBhb25he
BxFBhb25he
BxfBhb25he
Bxf82e565c
BxfB2e565¢c
BxfB83d933d
Bxf86aat3a
BxfB853b2hbe
Bx8@5ccY e
AxBA5f 4638

Ouner
merxcls.sys
uvmdebuyg . sys

mrxnet sys
dis miniport>

hal. dll (ACPI 1.8 - APIC platform UP>

mzsmhios.sys (SMBiosData>
mesmhios.zsys (SMBiozRegistryl
mzsmbhios.sys (SMBiosDataACPI>
UIDEOPRT .8%¥S8 <(Uideoprt)
USBPORT . 8¥S <USBPORT>
USBPORT . 8¥S <USBPORT>

Cdfs.5¥8 <~FileSystem~Cdfs>
vmhgfs.sys (“\FileSystemwumhgfsz)
UIDEOPRT .SYS (“\Driversmnmdd>
UIDEOPRT .5¥S% <~DriversllgaSave?
Fz_Rec.5Y8 (“FileSystem“Fz_Rec)
F=_Rec .5Y¥5 (“FileSystem“Fs_Rec?>
Fz_Rec.5Y8 (“FileSystem“Fz_Rec)
Fz_Rec.8¥8 (“FileSysztem“F=z_Rec?>
Fz_Rec.5Y8 (“FileSystem“Fz_Rec)
UIDEOPRT .8%¥S (“Driver~RDPCDD>
UIDEOPRT .5%¥58 <~Driversumx_svgal
Mup.sys (“\FileSystem~Mup>
MountMgr.zvs “DriversMountMgrl
ftdizsk.sys (\Driver Ftdisk>
ntozkrnl.exe (“FileSystem“RAl>
ntozskrnl.exe “\Driver UMIxWDM>
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c:\Uulatility—E.E.i}bul.py devicetree —f “forensics'malware—images“ZerofAccess.dmnp ]
Uolatile Systems Uolatility Framework Z.H
DRU 8xB82883e35%8 *~~Filefysztem - ~Eruv’
DEU Bx8208eZ28@ LanmanSerwver FILE_DEUICE_MWETWORK
DRU BxB826892948 ' ~~Driversssysaundio’
DEU 8x820722788 =zyzaudio FILE_DEUICE_KS
DRV 8x82022f38 *~~Driver~wdmaud’
DEU Bx32092eB88 <unnamed?» FILE_DEUICE_KS
DRU BxB28%9e848 *~~FileSystem~~MRxDAU*
i DEU 8x820a77ed WebDavRedirector FILE_DEUICE_MWETWORE_FILE_SYSTEM
DRU Bx@ZBaf168 ‘A Driver ~LGTO_Sync’
DEU Bx82094e48 lgto_sync FILE_DEUICE_UNKEHOWH
DRU BxB28c36f8 *~A“FileSystem““Fastfat’
——1 DEU Bx828c34ad FatCdrom FILE _DEUICE_CD_ROM_FILE_SYSTEM
i DEU Bx820c35d8 Fat FILE_DEUICE_DISK_FILE_SYSTEM
i ATT Bx828c4ddd <unnamed?> — *“~~FileSystem~spr' FILE_DEUICE_DISK_FILE_SYSTEH
DRV Bx@A20c6c?B *~SNDriverssuwindZ2dd’!
——1 DEU Bx822ed@850 win32dd FILE_DEUICE_UHKEHOWN
DRU Ax@2193f38 "~~FileSystem~~Cdfs’
i DEU Bx8246a840@ Cdfs FILE_DEUICE_CD_ROM_FILE_SYSTEM
DRU Ax@z22h8f38 ' ~~Driverssmnmdd’
i DEUV Bx82476818 Uideo2 FILE DEUVICE UIDEOQ
DRU Ax@22bcdald 'S Drivers~MetBT’
DEU Bx822cbc3B HetBT _Tcpip {8D6EY63ID-3858—42BD-AB14-1726BE4E48A1* FILE_DEUICE_MWETUWORK
DEU Bx822d94el@ MetBt_Winsz_Export FILE_DEUICE_MWETWORK
DEU Bx82312d38 HethiosSmbh FILE_DEUICE_HETWORK
DRU BxB@22bfb28 *~~Driver~~HTTP'
DEU Bx32858438 AppPool FILE_DEUICE_MWETUWORK
DEU BxB22f46d8 Filter FILE_DEUICE_HNHETWORK
DEU Bx82095%9e8 Control FILE_DEUICE_METUWORK
DRV Bx@Z22c58880 *~~Driver~~Fips*
———1 DFEU B2 cfFd8 Fiope FILE DEUICE FIPS
DRU BxB24526d8 -~ Driver~~B0000187%9°
H DEU Bx8243cB48 ACPIHPNPA3IBIH2Edaladff&d FILE DEUICE _UNKHOWUH
s Filefbystem~~\HEx5mh”’
DEU BxB22b5f18 LanmanDatagramBeceiver FILE_DEUICE_METWORK_BROLWSER
DEU Bx823aB278 LanmanRedirector FILE_DEUICE_HWETWORE_FILE_SYSTEM
DRU BxB245ec?d ' “sDriversssuwenum’
——1 DEU Bx828al1h83 KSENMUMHOBAAOAAT? FILE_DEUICE_UNEMOUMN
i ATT Bx820aeB3@ <unnamed? — *“~~Driversskmixer' FILE_DEUICE_KS
DEU Bx8207%cef HSENUMHBBOBAAEZ FILE_DEUICE_UNEMWOLUM
ATT Bx82092780 syzaudio — ‘ssDriversssysaudio' FILE_DEUICE_KS
DEU Bx8207a4@B@ HSENUMH#BAOHAEE1 FILE_DEUICE_UNEMWOLWM
i ATT Bx8287%ed8 <unnamed? — *“sDriversswdmaud' FILE_DEUICE_KS
DEV B8x824461b8 <unnamed?> FILE_DEUICE_BUS_EXTEMDER
DRU BxB233acald ‘'~ Driver~“~Rasfcd’
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E:HUulatility—E.ﬂ.liunl.py threads -f “forensicssmalware-imagessZeroflccess.dmp —F OrphanThread
Uolatile Systems Vo .

ETHREAD: Bx822d803@ Pid: 4 Tid: 584
Tags: OrphanThread,SystemThread
Created: 2011-12-86 11:15:44

Exited: -

Ouning Process: BxB825h4838 ’'System’
Attached Process: Bx825h4838 'Systenm’
State: UWaiting:UrQueue

BasePriority: Bx8

Priority: Hx8

EtartAddress: Bxf 7hod1B5
epyicelahles Wx
[B] BxBA561630
11 -
[21 -
[31 -
Win32Thread: BxBAAABROA
CrozsThreadFlags: PS_CROSS_THREAD_FLAGS _SYSTEM
f'7hodi@5: 58 POF EAX
f7hod1B6: 8768424 #CHG [ESP1, EAX
f'7hod189: f£dB CALL EAX
f'7hodiBh: 8hBAfB2hhL?EY MOU ECX,. [Bxf7?h72bhf8]
f'7hodil1l: £FE250002h7F7 JHMP DUORD [8xf7h76020@]
f7hod11?: 64al18000BHH MOU EAX, [FS:Bx181
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